to the observation that eauthentication architecture for e-health service system. commerce requires an authentication service only in the Smith et al. (1999) discussed the trends on security issues with foreground, and that an authorization service is very important respect to health care information systems. They reviewed the from a commercial and practical point of view. In this sense, protection of electronic patient records, health care information an authentication delivers proof that the identity of an object or over the Internet, the application of patient smart cards, the subject has indeed the identity it claims to have, while the need-to-know access control in protecting sensitive patient authorization one means the granting of permission on the information and the database security policies for medical basis of authenticated identification. " databases. They also reviewed the legal issues related to The above observation implied that authorization is based information technology in the health care sector. In addition, on the result of authentication. If the result of authentication is they discussed a number of possible research areas for health negative/positive, then the result of authorization is care information systems. They pointed out that access control negative/positive. In other words, if the authentication for an mechanisms that can be effectively control access to patient entity is not successful, then the authorization for the data in health care systems should be further investigated.
underlying entity will not be granted. However, that Blobel et al. (2006) focused on the application security principle/observation is not practical to an e-health challenges and proposed an architectural approach of security. environment. Why? This is because in e-health environment, They developed a series of formal models of domains, service each entity (e.g. a GP, a Specialist, , a Patient, a Nurse) has delegation, claims control, policies, roles, authorisations, and a pseudo identification number (e.g. a staff number or a patient access control for health information system. Their approach number). Whoever holding this kind of number should be allow for the central management of the users, privileges, rules, authorized to enter into the e-health system. However, that policies and separation of security management and secure does not mean they can access to every subarea of the application functions. It enables scalability of both security underlying e-health system. At this point, role-based services and mechanisms on one hand and applications on the authentication will be activated if the underlying entity (e.g. a other. In this article, we will focus on the design of a practical authentication-and-authorisation service for communicating architecture for authentication and authorization within an epeers. The disadvantage of their methodology is authentication health environment. So far no research focus on authorization and authorisation are integrated into one single function and authentication has addressed a practical solution to this process. However, that is not practical for some real-world issue within an e-health environment. applications, for example, e-health service system, where authorisation and authentication should be set up in a scenario: 1.2 Motivation of Proposing a Framework for there is an e-health service system (EHSS), in which there are a Authentication and Authorisation for e-Health Services GP, a Specialist, a Dentist, a Therapist, a Chemist, and a The aim of our article is to develop a framework for Nurse. All these entities are registered users of the EHSS. authorization and authentication for identity management Then, by the authorisation policy, they will be authorised to within an e-health service system that are critical for the enter into the authentication level if they show their passes. success, security and privacy of the underlying system both Because they have different roles, they will be assigned from a strategic and information technology perspective.
Most of the existing research proposals that study from a mix of cooperative resource sharing strategies and authorization and authentication have separated the function of cooperative profit sharing strategies. authorization and authentication in terms of access control and identity management, for example, . Microsoft .NET passport (Oppliger, 2003) The proposed architecture for authorisation and levels of privileges by the different roles. This is authentication for e-Health services system is a practical and critical for an e-health service system. new solution for access control within e-health service systems since presently there is no such solution that focuses on the authorisation and authentication simultaneously and 3.2 AuthenticationAImplication sequentially for the access control within e-health service system as one of the applications in real-world scenario. Authentication is the process of verifying the identity of a role The architecture will help to build a secure and privacy-inae-athsrceytm.Ioufaewk,hewprotection e-health service system. Physicians factor authentication mechanism will be integrated into the participating in a secure e-health service system can benefit authorisation and authentication architecture for e-health service system (A3AeHS). In the two-factor authentication The proposed grading of authorisation and authentication mechanism, each role of the underlying e-health service system is displayed in the following figure Fig 3. is required to use a biometric authentication (Fingerprints,
The grading of authorisation and authentication can rank the 2005) together with a digital PIN authentication. If and only if level of authorisation and authentication within an e-health the two-factor authentication is successful, the authorisation service system. This will clarify that the different fundamental policy mechanism will be activated and the authorisation right function of authorisation and authentication on the security and will be granted to the underlying individual.
privacy for e-health service systems.
3.3 Architecture of Authorisation and Authentication within 3.4 Authorisation and Authentication Procedure within ee-Health Service System Health Service System
The architecture for authorisation and authentication within e-Consider there are Dentist, GP, Specialist, Nurse, Chemist and health service system should address the topology of a number of patients, who will first register with an e-health authorisation and authentication and the grading of service system. Suppose the GP wants to access an electronic authorisation and authentication. health record within the e-health service system. The topology of authorisation and authentication can classify the architecture of authorisation and authentication within e-(1) The users first register at the administrator with the ehealth service system in a security overview.
health service system will send an access request by The following figure shows the topology of the authentication the access request agent. and authorisation for e-health service system.
(2) If needing service from the system, the user, for example, one GP, generates an access request. real-world applications. Specially, this is suitable to the ehealth service system, where the authorisation should be first initialled, and the two-factor authentication, and then followed by the role-and-privilege based authorisation. This will help IV. DISCUSSIONS different roles with access to different levels of the underlying e-health service system. This architecture can better preserve the privacy of the This architecture can better guarantee the confidentiality of underlying patients' information and clinical records within the the underlying e-health service system. This is because the e-health service system, as well as protect the intelligence proposed architecture utilised both authorisation and copyright of the underlying GP, specialist, dentist or therapist authentication that initial the access control over the underlying who has contributed to the treatment of the corresponding e-health service system. patients. This is because the integrated authorisation mechanism is a role-and-privilege based authentication.
V. CONCLUSIONS
This paper presented a framework for authentication and authorisation for e-health services system. The framework provides the architecture for authentication and authorisation. The proposed architecture integrated the role-based access
